
MEMORANDUM FOR SEE DISTRIBUTION

SUBJECT:  CASCOM Training Directorate Website Policy

1. References.

a. DoD Web Policy, 7 Dec 98

b. DA Web Policy, 30 Nov 98

c. TRADOC Pam 25-70, Homepages and Websites, 8 Sept 97

2. Purpose.  To prescribe policy, responsibilities, and procedures for creating and maintaining CASCOM Training Directorate controlled publicly accessible Internet websites and webpages.

3. Applicability.  This MOI applies to all WWW pages within the CASCOM TD Website. 

4.  Policy (General).

     a.  All official CASCOM TD Websites will be maintained on accredited, government-owned web servers.  There will be no personal or unofficial homepages or webpages residing on any CASCOM TD webserver.  

     b.  Information placed on the Internet without restricted access is by definition available to anyone in the world.  To ensure that such information is not misused—whether inadvertently or deliberately—it is subject to the same legal and regulatory requirements as non-electronic information.  These requirements include compliance with the Privacy Act, the Freedom of Information Act, copyright protection and other laws and regulations.  Accordingly, information muse be reviewed and approved by the appropriate Director, Division Chief or Section Supervisor before posting to the website. 

     c.  CASCOM Training Directorate Webmaster basic responsibilities:


(1)  Review information on the CASCOM TD Website to assure accurate and timely information is posted and represents the official command position.  


(2)  Reviews the design of webauthors proposed page to ensure overall professional appearance. Provides design and content guidance to webauthors as needed.  


(3)  Adds updated and new webpages in a timely manner.


(4)  Works with DOIM and/or ATSC/ISG to resolve hardware and software problems associated with the website.

     d.  Division Chiefs/Branch Chiefs basic responsibilities:


(1)  Responsible for the content of their organizational or functional homepage/webpages.

(2)  Establishes procedures for reviewing and approving the content of their organizational or functional webpages.  Ensures that information approved for release is current and relevant.  Ensures that webpage content positively reflects organizational policy and does not contain classified, sensitive, controversial or offensive items.

(3)  Appoints at least one webauthor in writing.

(4)  Ensures that webauthor(s) are given the opportunity and resources to attend training.  At a minimum this training should include the basic Front Page classes offered by Fort Lee or equivalent training.

     e.  Division/Branch Webauthors basic responsibilities:

(1)  Each Division/Branch that has a homepage/webpage will have a designated webauthor. Microsoft Front Page is the webpage creation tool of choice for the CASCOM TD.  Each webauthor will have a licensed copy of most current DOIM authorized version of  Microsoft Front Page (at the time this policy was written Front Page 98 was the authorized version).

(2)  Provide over-all management of their organizational/functional pages. Responsible for the content/information on their pages. All CASCOM TD public access WWW webpages will be reviewed by their responsible primary webmaster/webauthor at least once each calendar month.  

(3) All pages will comply with the detailed Website Policies, Procedures and Standards at Encl 1.

(4)  Submit new material/webpages to the division chief/branch chief or designated representative for review and approval prior to placement on website.

(5)  Obtain proper training on the capabilities and features of the Front Page to include how pages are created and posted. 


(6)  Ensures links are operational and webpage errors are quickly resolved. 

(7)  Answer queries from the public within 7 working days.

(8)  Ensures that there is NO classified, sensitive or inappropriate information /content on webpages.

(9)  Obtain Fort Lee PAO briefing for webauthors/webmasters. 

(10)  Each division/branch's webauthor should have a trained backup webauthor, and all web related correspondence should include both of them to ensure continuity. 

5.  Website Updates.  The CASCOM TD Webmaster will update the Homepage at a minimum once a week.  Normally, updates will take place on Wednesdays.  If Wednesday is a holiday, he/she will update on the next working day.  Division/Branch webauthors will send any updated or new pages to the CASCOM TD Webmaster prior to Wednesday for placement on the web server via e-mail.

6.  Consequences of Non-Compliance: 

a.  Random checks will be performed for compliance with this guidance.

b.  If pages are found to contain classified information or inappropriate content, the pages will be immediately removed from the server. 

c.  If pages are found to be out-of-date or inaccurate, the page POC will be notified to immediately update the information. 

d.  If page POC does not update the non-compliant page within 7 days, the CASCOM TD Webmaster will suspend all web-authoring privileges and notify the Director, CASCOM Training Directorate.








Original signed by








Director, Training Directorate
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ENCLOSURE 1

CASCOM Training Directorate Website Policies, Procedures and Standards
26 April 2000

1. The following are the minimum requirements for each organization/division/section’s homepage/webpage:

a.  Title.  Name of the organization, division or section.  Mandatory.

b. Wallpaper.  Use of distinctive wallpapers provide a consistent “look and feel”and tells the visitor that he/she is still in the CASCOM TD website.   Recommended.

c.  Mission Statement.  A paragraph listing the organization/division/section mission on the homepage/webpage. Mission Essential Tasks List (METL) will not be posted.  Mandatory.

d.  Link to the Proponents Homepage.  Each subordinate directorate/organization will maintain a clear link to their proponents Homepage (for example; http://www.lee.army.mil/quartermaster) on all webpages (A link to the main page in your site from all of your pages is recommended). Mandatory.

e.  Security and Privacy Notice. All Army systems and networks are subject to monitoring. Each Homepage will display a Security and Privacy Notice or contain a link to one. Mandatory.
f. Webmaster/Webauthor/POC Information. Will be posted on the Homepage/Webpage of each CASCOM TD website. Each page will also be dated. This is to show who the author is and the date of the last revision. A "mailto:" link, telephone number or postal address can also be used with the individual's name.  Mandatory.
g. External links. Links to commercial sites must be consistent with the mission of the organization and approved by the webauthors division chief/branch chief or designated representative. Commercial links must be identified and disclaimed with the following statement :

"The appearance of hyperlinks on this site, do not constitute endorsement by the U.S. Army of these web sites or the information, products or services contained therein. For other than authorized activities such as military exchanges and Morale, Welfare and Recreation sites, the U.S. Army does not exercise any editorial control over the information you may find at these web sites. These links are provided consistent with the stated purpose of this DoD website."  

This statement may be on the page requiring a disclaimer or as a link a page created to display the disclaimer statement. Mandatory.
h.  Logo.  A graphic appropriate as an identifier of your organization/division.  Recommended.

i.  Motto.  If available. Recommended.

j.  Pictures/Images.  Photos enhance a website particularly when the photographs depict the mission or training for the mission. Image size will be limited to 50 kilobytes per image file and 150 kilobytes of total images per page.  If large images must be used, they will be thumbnailed (a smaller image with a link to the full sized image.) Exceptions to this rule will be made on a case-by-case basis by the CASCOM TD Webmaster.  The intent of this policy is to increase the loading speed of each page. All photographs must be non-copyrighted.  Mandatory.
k.  Welcome.  Welcome to (unit or organization).  This is a written greeting from the Director.  Recommended.

l.  New Information.  A category or link where new information can be viewed.  Ensure that information identified as new is timely and not left on the page long after the event has taken place.  Recommended.

m.  Vision.  Some organizations have Vision Statements.  Purpose of the vision statement is to inform viewers what you expect to achieve in the future.  Recommended.

n.  History.  A vital factor in presentation of an organization/unit’s web site.  U.S. Army units have a rich history to impart to the general public.  This may include a link to a unit history page with Lineage and Honor information.  Recommended.

o.  Organization. Organizational structure, listing or hyperlinking to parent and subordinate command or organization websites. Description or links that describes various components of the organization and responsibilities. (Organizational charts containing information other than individuals' names, duty phone number, duty email address, or office address will not be made available to the public unless privacy and security concerns have been addressed.  Posting sensitive information about members of deployable units and others in sensitive positions could make them potential targets of hostile organizations or individuals.) Recommended.

p.  Visitor Count. Homepage may also contain a visitor count with the beginning date that the count started. The CASCOM TD Webmaster may amend this policy as required. Recommended.

q.  Other Information.  Frequently Asked Questions (FAQs), press releases, speeches, fact sheets, policy letters, articles, etc.  Recommended.

r. Use of Frames Pages. Webpages that use frames will have a non-frames option and all pages within the frame control will have links back to the main page.  Frames pages will load at 60 seconds or less using a 28.8 modem. (You can check estimated page loading speed in Front Page.) If you want the look of frames, it can be easily simulated by using a two-column table.  Mandatory.

s. Centering Text. Center text within a table that is at least 95% of the width of the page This causes a more easily viewed page and a more professional look.  Recommended.

t. All links outside of your own website will be absolute links.  I.E. http://cascom.atsc.eustis.army.mil/default.htm (the full link address).  Mandatory.
2.   Prohibited practices:

a. Advertising/product endorsement. Commercial advertising on official U.S. Army websites is prohibited. Corporate or product logos and trademarks (other than text or hyperlinked text) are considered commercial advertisements, and may not be served from official U.S. Army websites. No money, services, products, or in-kind payment will be accepted in exchange for a link to or endorsement of a non-Army website.

b. Particular browser specified.

c. Collection of personnel data.

d. Dead links or incomplete pages.

e. Classified information, sensitive unclassified information, copyrighted or inappropriate content.

f.  “Under Construction” pages. Will not be posted.  However, when it is necessary to post a notice announcing that a new page will soon be available, this type of notice will be made on an existing page, such as an organization’s homepage or wherever the planned hyperlink logically belongs.  The notice should include the approximate availability of the new page.

ENCLOSURE 2

Design Guidelines
26 April 2000

The Basics

· Consider your audience. Active & Reserve/Guard, Army & Department of Defense, Contractors & Researchers, General Public (General Interest, Veterans, Potential Enlistees).  They also may not have state of the art computer equipment.  An Army reservist may be viewing your page at home on a 100M  computer using a 24.4 baud telephone modem.  Also remember that the Internet is available to everyone worldwide.   Keep materials off of your website that you do not want the entire world to see.

· YOUR website represents the CASCOM Training Directorate to the world.  Make a good impression.  Think about the things that soldiers who are stationed outside Fort Lee want to know.

· Presentation.  Flashing and rotating icons, scrolling text and other gee-wiz stuff are interesting and may be used in moderation.  But CONTENT will bring your audience back a second time.  Your task is to provide information of the highest possible quality.

· Shortening load time for webpages.  If it takes more than 30 seconds for your webpage to load, you may loose a substantial part of your potential audience.  Keep amount of graphics/photos/icons to a minimum.  If you need to show a large image, use the ‘thumbnail’ function of Front Page.  This creates a smaller image on your page linked to the full size image.  

· Text.  Stick with ‘default’ text.  Some text styles can’t be viewed on all browsers.  Most browsers allow the owner to determine what text he/she wants to see on the webpage.  Make sure your wallpaper or background color allows text to be read without strain.

· Viewing/Testing.  View your pages at both 800x600 and 640x480 pixel resolution (screen size).  Check them out on both Netscape and Internet Explorer.  Check all the links on your page to make sure they work.

· Search Engine Registration. Register your webpage with the major search engines.  Upon registration most search engines will index your page within 2 weeks.  An easy way to submit your webpage(s) to seven of the top search engines is to go to:  http://siteowner.com/.   This also has great utilities that check your site’s quality and ranking on a search engine.  There are hundreds of search engines out there, but these seven are some of the most popular.  The most popular “search engine”, Yahoo http://www.yahoo.com , is actually an index.  This means that you have to submit a webpage for review by Yahoo before it is posted, pages don’t automatically show up on Yahoo.  It’s best to submit only the main page from your site, as Yahoo tends to reject multiple submissions for pages from the same site.

· TAGS. Ranking high on a search engine is important, because if you are not within the top 10 or 20 “hits” on a search engine most people don’t bother to look for you.  There are a couple of simple ways to help influence this ranking.  

1. First is the title tag.  It is the title that shows up at the top of your browser window (for example:  Army Quartermaster Corps – Microsoft Internet Explorer) and is usually the first thing that a search engine sees.  It is usually one of the first things in your HTML code: For example… <title>Army Quartermaster Corps</title>  Since many search engines index sites in alphabetical order it is best to start your title tag with Army rather than U.S. Army, Mortuary Affairs, Petroleum, The …, etc.  
2. The second is a META tag.  A META tag is placed near the top to the HTML code, after the Title Tag, in your page and contains a short description of your page/site as well as key words that relate to the contents of your page/site.  Some search engines “crawl” or “spider” the META tag in a page, using your key words in their search capability.  So if you include quartermaster, logistics, U.S. Army, supply, etc… in your META tag, some search engines will display your page in results if a person types in one of these words during a search.  This increases your chances of being found.  This is a sample META tag:

<meta name="description"

content="Almost everything you wanted to know about the U.S. Army Quartermaster Corps 1775 to present.">

<meta name="KEYWORDS"

content="Quartermaster, QM, Units, QMC, Corps, Department, General, History, School, Research, Museum, supply, services, laundry, bath, graves registration, mortuary affairs, depot, bakers, cooks, subsistence, ration, A, B, C, MRE, K, petroleum, POL, water, Fort Lee, Camp Lee, clothing, food, Army officer, Army Noncommissioned Officer, NCO, enlisted, equipment, logistics, logistic, salvage, repair, reclamation, warehousing, division, brigade, group, regiment, battalion, company, platoon, war, support, stores, commissary,  distribution, parachute rigger, air drop, parachute, aerial delivery, airborne, rigger, airborne, paratrooper, Army Values, Quartermaster Historical Vignettes">

</head>

· Referring (linking) vs copying webpages: 
When referring (linking) to information which is on a server outside your own control, you might be tempted to make a local copy of it. In some cases, this can be a good thing, but there are also good arguments against it. Reasons for leaving the document where it is:

· When the document is updated by its owner, the link automatically refers to the updated information, so there is no longer a need to keep checking the remote site for any changes to the document. 

· The other server may be on a faster connection than yours, depending on where your readers will be coming from. Copying a document to your server requires permission from the copyright owner. Referring to it doesn't. 

· Image Maps.  Should be designed with care and must be maintained. It heightens the visual impact of the page, but is time-consuming to maintain. When the intranet structure changes, you must update the coordinates in both the image files and the map file. 

· Writing Style. Try to use plain English. Always carefully proofread your text before publishing it online. Spelling mistakes or even innocent typing errors are highly embarrassing, while factual errors or misleading information can be lethal to the reputation of both the author and maintainer alike. 
· “New”.  When you post “New” on a page make sure you remove it after an appropriate period of time.  There are pages out there with “New” on them that are months or years old.

· Graphic Guidelines.  Don't use images where they are not necessary. A half-dozen small images to download will slow down a browser just as much as a single large one. 

· Web page graphics should not be more than 535 pixels wide or more than about 320 pixels high, or the graphic will be too wide to print on letter size paper. 

· Don’t use graphics bigger than 50K for a total of 150K per page. 

· Design your page around the information, not the graphics. 

· Save at a resolution of 72 dots per inch. If scanning images, scan them at 72dpi. 
Keep large graphics off-line. If you must include a large (in terms of file size) graphic, provide a hypertext link or ‘thumbnail” to it rather than displaying it on the page.

ENCLOSURE 3
Glossary

Anchor: A synonym for hyperlink.

Browser: The World Wide Web client tool used to retrieve information from the WWW. 

CERN: The European Laboratory for Particle Physics. The originators of the HTTP and HTML concepts.

CGI:  Common Gateway Interface. A standard that describes how HyperText Transfer Protocol Daemon (HTTPD)—WWW servers should access external programs, so that this data is returned to the user in the form of an automatic generated web page.


Client: The software that allows users the ability to retrieve information from the Internet and World Wide Web. 

Copyright:  Exclusive legal rights to publish, exhibit, record, project, or otherwise circulate literary material, information, sounds, images, or artwork.


FAQ: A file that contains Frequently Asked Questions and answers. 


FTP: File Transfer Protocol, a method of transferring files to and from remote computers.


GIF: Graphics Interchange Format, an image file format.


Gopher: A text-based distributed information system developed at the University of Minnesota. 


Home Page:  The entry page for access to a website.  An entry level document of a organization or a document that a user frequently visits. 

Hotlist: A user defined list of preferred URLs to a given World Wide Web document.


HTML: HyperText Markup Language. The rules that govern the way we create documents so that can be read by a WWW Browser.  These documents are characterized by the .html or .htm file extension. For example: homepage.html or homepage.htm 


HTTP: HyperText Transport Protocol, the protocol used by the WWW servers. 


Hyperlink: A link in a given document to information within another document. These links are usually represented by highlighted words or images. The user also has the option to underline these hyperlinks. 


Hypermedia: Richly formatted documents containing a variety of information types, such as textual, image, movie, and audio. These information types are easily found through hyperlinks. 


In-line image: A graphic image that is displayed with an html document. 


Internet: An international computer network of networks that connect government, academic and business institutions. 

Intranet: A network using Internet protocols which contains data restricted to internal use by an organization.

IP:  Internet Protocol.  A standard that describes how an Internet-connected computer should break data down into packets for transmission across the network, and how these packets should be addressed so that they arrive at their destination.


JPEG: Joint Photographic Expert Group, a method of storing an image in digital format. 

MPEG: Moving Pictures Experts Group, a method of storing movie files in digital format. 


NCSA: The National Center for Supercomputing Applications. NCSA is located at the University of Illinois in Urbana-Champaign, Illinois.

PDF:  Portable Document Format.


Protocol: A planned method of exchanging data over the Internet.


Search Engine: A tool used to search the Internet for particular subjects/topics. A software program capable of scanning websites and finding webpages based on key words or phrases entered into a query. Popular search engines include Web Crawler, Lycos, Infoseek, and HotBot. 


Server: a computer that serves information and software to the Internet community. 


SGML: Standard Generalized Markup Language, is an International standard, a encoding scheme for creating textual information. HTML is a subset of SGML.


TCP/IP: Transmission Control Protocol/Internet Protocol, a set of rules that establish the method with which data is transmitted over the Internet between two computers. 


TIFF: Tag Image File Format, a file format used storing image files. 


URL: Uniform Resource Locator, the address to a source of information. The URL contains four distinct parts, the protocol type, the machine name, the directory path and the file name. For example: http://www.lee.army.mil/quartermaster/museum.html 


Veronica: Software that searches for filenames on Gopher servers. 


W3C:  World Wide Web Consortium.

WAIS: Wide Area Information Server, a database. 

Webauthor:  A person who creates hypertext documents to be posted to a website.

Webmaster:  A person who administers, oversees development and maintains a website.

Webpage:  An HTML document that is accessible through the World Wide Web.

Website:  Location, in terms of URL, for a collection of HTML documents.


World Wide Web = WWW = W3 = The Web: A distributed HyperText-based information system conceived at CERN to provide its user community an easy way to access global information.

XML:  Extensible Markup Language.


